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Strategic Goals and Enabling Goals for Incident Management Capability 9 3.1 Strategic Goal: Plan and Establish a Centralized Computer Security Incident Management Capability (National CSIRT) 9 3.1.1 Enabling Goal: Identify Sponsors and Hosts 10 3.1.2 Enabling Goal: Determine Constraints 11 3.1.3 Enabling Goal: Determine the National CSIRT Structure 11 3.1.4 Enabling Goal: Determine the Authority of the National CSIRT 12 3.1.5 Enabling Goal: Determine the Services of the National CSIRT 13 3.1. 6 Establishing and maintaining a computer security incident management capability can be a very valuable component to help manage this interdependence. This capability is referred to in this document as a National Computer Security Incident Response Team (National CSIRT), but it can be implemented in a variety of different organizational forms. Beyond responding to discrete computer security incidents, a robust incident management capability enhances the ability of the national government to understand and respond to cyber threats. Operating a National CSIRT -or an organization like it -is a core component of a nation's overall strategy to secure and maintain technologies vital to national security and economic vitality.
This handbook is first in the Best Practices for National Cyber Security series. It is designed to be introductory curricula for capacity development within nations. The intended audience includes leaders and managers in the nation who are seeking to learn more about the value proposition of National CSIRTs and an incident management capability generally. It is not intended to be a guide on the daily operation of a National CSIRT, but as informative materials on how National CSIRTs support a national cyber security strategy and the first steps towards building this capacity.
This handbook provides principles and strategic goals to help nations develop a robust management capacity that is appropriate for the nation. It attempts to lessen the challenge many nations have in developing an incident management capability without much published guidance. Many nations attempting to develop organizations like a National CSIRT have started by attempting to copy successful CSIRT organizations that already exist. This approach can be problematic because not every nation has the same needs and resources. The operating principles and strategic goals discussed in this document enhance the ability of governments to manage cyber security risks and focus their efforts.
Strategic goals are essential design requirements and imperatives. They serve as fundamental elements of an incident management capability and are meant to provide clarity and direction. This document proposes four strategic goals as they relate to a national computer security incident management capability. They are 1. Plan and establish a centralized computer security incident management capability (National CSIRT) 2. Establish awareness 3. Manage cyber incidents 4. Support the national cyber security strategy
Introduction
Nations are increasingly dependent on complex systems and information technology. In many cases, Information and Communication Technologies (ICT) that are vital to national and economic security are subject to disruption from a number of causes, either originating from within the nation or outside its borders. The leaders of government and private industry organizations are increasingly confronted with uncertainty about cyber risk and vulnerabilities. This uncertainty stems from the complexity and interconnectivity of evolving technology used to support critical systems. Ensuring security and economic vitality increasingly means that nations must manage cyber security in accordance with their own economic, social, and political considerations.
Implicit in a strategy for cyber security is establishing a national computer security incident management capability. Often this capability may take the form of one or more National Computer Security Incident Response Teams (National CSIRTs). National CSIRTs are typically hosted by one or more sponsoring organizations, which build and manage cyber incident management assets. Organizations such as the National CSIRT provide value in several ways. A National CSIRT coordinates incident management and facilitates an understanding of cyber security issues for the national community. A National CSIRT provides the specific technical competence to respond to cyber incidents that are of national interest. In this primary role the National CSIRT fills a planned response function, providing solutions to urgent cyber problems. The ability of National CSIRTs and similar organizations to identify cyber security problems and threats, and disseminate this information, also helps industry and government secure current and future systems.
Beyond the capacity to react to discrete events and disseminate specific threat information, National CSIRTs can enhance the ability of national government departments to fulfill their unique roles. Most government functional areas are touched by information technology in some way. Law enforcement and the judiciary are increasingly concerned by the global movement of criminals to the virtual world to commit crimes ranging from child exploitation to financial fraud. The world's defense services rely on advanced information technology-based systems for their capabilities. And key services relating to human security, such as food, water, and electricity supply chains depend on reliable technology. A National CSIRT can enhance the government's ability to meet core responsibilities while respecting their citizens' privacy and human rights, and upholding national values of openness and pluralism.
National CSIRTs can also act as a focal point for a national discussion on cyber security. Contemporary cyber security poses new and unique social, legal, and organizational challenges. This is the case for a variety of reasons. The global interconnectedness of computer networks, the anonymity of online actors, and the rapid exploitation of cyber security vulnerabilities mean that the actions of individuals -often located outside national borders -can have serious and magnified effects on vital national systems. Meanwhile governments are limited by the jurisdictional reach of their laws and the physical limits of their borders. The National CSIRT can catalyze a thoughtful discussion on these issues, engaging authorities in the fields of education, law, and governance -among others -to help create solutions that are in keeping with national character and traditions.
Finally, building a national computer security incident management capability can help foster international cooperation on cyber security. National CSIRTs provide a domestically-focused, operational response to those cyber incidents that destabilize modern telecommunications, data services, supply chains, critical infrastructure, banking, and financial services. Collaboration with peer organizations both regionally and globally can enhance this capability and help leaders better understand the current state of the global cyber threat. There is a common global interest in securing information and information systems, and in mitigating risk. To the extent that they cooperate on cyber security issues, national governments help make the world more secure and prosperous for their citizens.
The challenge for nations wanting to develop an incident management capability is that there is little published guidance available in this area. Typically nations model nascent capabilities on the National CSIRTs or other CSIRTs which have already been operating in other nations. The problem with this approach is that the organizations that already exist are in some measure products of the historical, political, or other circumstances in those countries. One nation's solution to cyber security management may not be appropriate for another nation.
To date, the published guidance on how to systematically build a cyber security and incident management capability has been in its infancy. This Handbook Series begins to remedy this.
Intended Audience
The primary audience for this document consists of those sponsoring the development of a national computer security incident management capability. Since the most typical organizational form for such a capability is the National CSIRT, this document will discuss the considerations and goals inherent in standing up one or more National CSIRTs. While this document focuses on the National CSIRT, there may be other organizational forms that are suitable for an incident management capability. Alternatively, some nations may find it advantageous to house this capability across several organizations. It is hoped that the principles and recommendations in this document are useful even to nations that do not choose the specific National CSIRT organizational form.
About the Best Practices for National Cyber Security Handbook Series
The Best Practices for National Cyber Security series of handbooks is designed for leaders and key stakeholders in critical infrastructure protection, government, and industry, or anyone interested in cyber security policy and management. It is intended to be foundational material for individuals and organizations working to develop a strategy for national cyber security management. Each handbook in the series will provide a tailored message. In addition to this initial document, the series will address such topics as:
• Managing CSIRTs with National Responsibility The subject matter presented in the other handbooks is formatted similarly, but emphasizes a unique function of national cyber security and goes into more depth.
How to Read This Handbook
This document is structured to serve as a strategic education on the building of a computer security incident management capability. Because of the breadth of this topic, the focus here is on the creation of a National CSIRT. The material is intended to outline the stakeholders, constraints, and goals for National CSIRTs, to raise awareness of the need for this type of capability, and to frame this capability in the national strategy.
While the focus is on National CSIRTs specifically, the guidelines herein are meant to help national leaders generally, regardless of the specific organizational form chosen to handle incident management.
The next section, Setting the Context: National Cyber Security, includes information about National CSIRTs as part of a larger national approach to cyber security. The section specifically discusses the importance of a national strategy, the context of a national cyber security policy framework, and an overview of key stakeholders in national cyber security as they relate to National CSIRTs. The special role of National CSIRTs, and how they differ from organizational CSIRTs, is also discussed.
The third section, Strategic Goals and Enabling Goals for Incident Management Capability, introduces a hierarchy of goals for ensuring alignment between the National CSIRT and national cyber security strategy. Strategic goals outline the long term imperatives for a national computer security incident management capability, while the Enabling Goals highlight the necessary steps to building an operational National CSIRT capacity. These goals and practices will be expanded in other handbooks in this series.
Section four offers a case study of national incident management in the United States. It includes an explanation of how the U.S. Department of Homeland Security operates the United States Computer Emergency Readiness Team (US-CERT) as its National CSIRT. The handbook is concluded in section five.
Setting the Context: National Cyber Security
Ensuring national security and economic vitality requires recognizing that not all risk is owned and mitigated by a nation's government. The national and local government and its various branches, critical infrastructure owners and operators, academia, and citizens all share this responsibility. New and emerging risks must be effectively identified, analyzed, and mitigated to ensure the safety and security of daily life for citizens. These risk management activities may involve ensuring continuity of government, safeguarding the generation of electricity, emergency response services, or ensuring a reliable supply chain, among others. Each of these relies heavily on information technology in a modern economy. National leaders increasingly realize that the security of information and information technology is a national security interest and should be codified in laws and national strategy. Chief among the strategies for enhancing this security are specific operational capabilities, such as the incident management activities typically performed by a National CSIRT.
The Importance of a National Strategy for Cyber Security
Building a national strategy for cyber security is ideally the first step in establishing a national cyber security program. A national policy framework for cyber security should explain the importance of cyber security, help stakeholders understand how their activities may affect security, and set the goals and priorities in this area of security. The strategy can establish the authority for the various organizations and stakeholders to execute their respective responsibilities. The national strategy can also serve as a backdrop for the creation of laws that relate to cyber security; for instance in the areas of computer crime, the protection of intellectual property, and privacy. Finally the national strategy should reconcile the need for security with the need to honor citizens' rights and the nation's cultural values and norms.
The strategy should also articulate the need for specific operational capabilities, such as national incident management. The goals that a nation identifies and promotes through its strategy align the program to a consistent vision (i.e., manage cyber risk) and establish a clear direction for the efforts of the program (i.e., build and operate the National CSIRT). The national strategy should stress the benefits of a culture of cyber security, integrate security fundamentals (such as raising awareness), and emphasize cooperative relationships among national stakeholders. The strategy should also include sufficient detail to allow stakeholders to internalize the stated goals and evaluate progress toward achieving them. Thus, the National CSIRT should be deliberately aligned with national cyber security strategic goals to ensure that its work is performed to achieve them.
Finally, the national cyber security policy framework should encourage participation from owners and operators of critical infrastructure, clearly define the government's role in developing a culture of security, prescribe effective continuous risk management, and help facilitate information sharing with all stakeholders.
While establishing a national strategy is ideally the first step, in many cases this may not always be feasible. This might be the case because of the difficulty in getting a large number of stakeholders to agree on a strategy. Alternatively, national leaders may judge that establishing an incident management capability is a more pressing need than creating a fully integrated strategy. In such cases creating an effective strategy may occur concomitantly with building incident management capability. In any case, the sponsor or proponent of the National CSIRT should work with the government to ensure that national needs and strategy are considered throughout the process of building and managing a National CSIRT.
Key Stakeholders of National Cyber Security
Cyber security strategy has a large number of important stakeholders. This section broadly describes the roles and responsibilities of key stakeholders, and how they might contribute to a national program for managing cyber security. These roles are not unique to National CSIRT operations, but many of the stakeholders discussed here may directly interact with the National CSIRT. Moreover, the National CSIRT can enhance its role and help advance a culture of security by proactively interacting with these stakeholders.
The government has a multitude of roles and responsibilities to strengthen national cyber security. The primary role is to define the national strategy and provide the policy framework. The policy framework describes the architecture by which the national efforts are built and operated. Following that, the government has a responsibility to participate with all stakeholders in efforts to identify, analyze, and mitigate risk. This area is further divided to describe the roles and responsibilities of the various branches of government. The government also has a key role to play in the arena of international relations and cyber security, particularly in the areas of treaties relating to cyber security and the harmonization of national laws relating to cybercrime.
Executive Branch of the Government
The executive arm of the government is typically the sponsor of the national cyber security program. In the United States, for instance, the execution of laws -including those relating to cyber security -is constitutionally delegated to the executive branch of government. The executive area of government must ensure that the program remains viable and has appropriate resources (e.g., is authorized, staffed, funded, etc).
Legislative Branch of the Government
The legislative arm of government must work to provide effective laws and treaties that promote a culture of cyber security. Whether through appropriations of resources or funding, legislation that mandates execution of the national strategy, privacy or tort laws, or laws that establish criminal behaviors, the legislature must ensure that the national cyber security program has the foundation it needs to be successful.
The Judiciary
The nation's judiciary and legal institutions have an important role to play in a national cyber security strategy. This role relates specifically to providing clarity and consistency in areas of law that may affect cyber security. Privacy law is one of these primary areas. By working with their global counterparts, the legal community can also help to limit the ability of criminals and other malicious actors to take advantage of differences in legal jurisdictions.
Law Enforcement
Law enforcement must ensure that legislation related to cyber security is supported and enforced. Additionally, law enforcement can serve as an important source of intelligence about malicious activity, exploited vulnerabilities, and methods of attack. Sharing this information allows critical infrastructure owners and operators to learn from the experiences of others to improve their own cyber security practice and management. Finally, law enforcement can enhance cyber security by cooperating with their counterparts in other nations on the pursuit and apprehension of criminal actors who affect systems regardless of geographic borders.
Intelligence Community
The intelligence community plays an important part of watch and warning for technical infrastructure. Because they have an understanding of the deployed technologies, intelligence organizations have the ability to monitor information sources for news about the latest threats and vulnerabilities to a nation's infrastructure. This information should be distilled and provided not only to the infrastructure owners, but also to the National CSIRT, ensuring that attacks are efficiently recognized and resolved.
Critical Infrastructure Owners and Operators
The components of critical infrastructure depend on the nation's economic system and technological sophistication, among other factors. A general definition for critical infrastructure is:
Systems and assets, whether physical or virtual, so vital to the nation that the incapacity or destruction of such systems and assets would have a debilitating impact on security, national economic security, national public health or safety, or any combination of those matters.
Critical infrastructure owners and operators are a very important stakeholder in the nation's overall cyber security strategy. Infrastructure operators typically have an understanding of how security threats and vulnerabilities affect their sector. In addition they frequently possess knowledge about how vulnerabilities affect proprietary systems and software, such as Supervisory Control and Data Acquisition Systems (SCADA). Infrastructure operators also have the daily task of implementing the security recommendations or mandates created by the national government and other authorities. They must reconcile the need for security with the sometimes contradictory goals of efficiency and profitability.
Because of their unique position, infrastructure owners and operators frequently have very valuable information, ranging from the actual software problems and cyber attacks they may experience, to the efficacy of countermeasures or risk mitigation strategies. They are also a primary consumer of information about security vulnerabilities. Finally, because of their practical experience implementing security standards and complying with the law, owners and operators may have valuable input into the development of effective, realistic rulemaking and legislation.
Vendors
Vendors of information technologies and services must contribute to national cyber security through development practices and ongoing vulnerability reduction efforts. Vendors can often be the source of vulnerability information; they ensure that users have up-to-date information and technical solutions to mitigate known vulnerabilities. Ideally, vendors will participate with National CSIRTs and help extend the analytical and problem solving capabilities the National CSIRT needs to conduct incident response. Information sharing among vendors, their major customers, and the National CSIRT can create a partner relationship that continuously improves security for technologies and services.
Academia
Academia is important to national cyber security policy for a number of reasons. Educational institutions play a key role in developing the human capital and technical skills needed to solve complex problems, such as aspects of cyber security. Academicians conduct research that enhances the technical, legal, and policy aspects of cyber security. Finally, in many countries educational institutions have championed and hosted National CSIRTs.
Foreign Governments
Nation-states must take an interest in helping to prevent any cyber security attacks against their neighboring nations and allies. For a number of reasons, including economic, political, and infrastructure concerns, partnerships should be established to discuss global risk and interdependence. Allies and neighboring nations can also provide a valuable source of intelligence and promote regional cyber prevention and preparedness.
Citizens
Citizens rely on all stakeholders to create national security and critical infrastructure stability. The citizens of a nation have a stake in the reliable performance of a nation's strategy for cyber security, and are an inherent part of that strategy.
The Special Role of the National CSIRT
National CSIRTs and organizations like them ideally act as critical components of the national cyber security strategy. National CSIRTs first provide the capability to react to computer security incidents that are deemed to be of national importance 1 . Because they collect and analyze information about computer security incidents on a daily basis, National CSIRTs are an excellent source of lessons learned and other information that can help stakeholders mitigate risk. National CSIRTs can also help catalyze a meaningful national discussion about cyber security and awareness by interacting with private and governmental stakeholders. The following is a discussion of the special roles of a National CSIRT and the ways in which National CSIRTs are distinct from the various organizational CSIRTs in a country. Not every National CSIRT will fill these functions or do all of these tasks. However, these are the several ways that a National CSIRT can fulfill its unique role in national incident management.
Analyzing Computer Security Incidents to Identify Intrusion Sets
An intrusion set is defined as groups of computer security incidents that share similar actors or methods. Determining that similar actors are involved may involve a variety of analytical techniques, and is closely tied to the question of method. Determining that different attacks use the same method may involve questions of attack vector (email, spoofed web pages, etc.), similarities across samples of malware, or the routing of stolen information (through specific proxy IP addresses, for instance).
Generally, analysts group activity into different categories, such as
• criminal activity
• activity conducted by other nations
• undetermined This information and analysis can then be submitted to other national authorities for action depending on the nation's security concerns and objectives.
Use of Sensitive Law Enforcement or Intelligence Information
Because of their national mission, their often close relationship with the national government, and their daily work safeguarding sensitive information, National CSIRTs may be involved in using sensitive information from national intelligence or law enforcement organizations in their analysis. The use of this type of information can amplify the National CSIRT's work, but requires strong trust relationships between the National CSIRT and the government.
Resource to the National Government on Cyber Security Issues
A National CSIRT can be a valuable resource to the national government on technical, policy, and legal issues relating to cyber security. It may be able to advise the government on the suitability or security of systems the government is planning to install or implement. In addition, the National CSIRT can help government organizations with technical alerts and bulletins, best practices, and other advisories.
Assessing National Cyber Readiness and Crisis Management
The National CSIRT can help national leaders and key stakeholders test and measure the nation's level of resilience to cyber attacks and crises. This assistance may take the form of providing the technical support and analytical methods to plan and stage exercises, or advising on the state of current cyber threats or the realism of exercises.
National Alert and Warning
Most of the existing National CSIRTs fulfill a national alert and warning function. This function involves alerting key national communities about problems ranging from specific software and system vulnerabilities, to evolving criminal methods, to malware threats.
Organizational CSIRT Capacity Building
National CSIRTs have a key role to play in the building of cyber security capacity. Specifically, National CSIRTs can help organizational CSIRTs in the nation in a variety of ways including advice, training, best practices, or in some cases staffing.
Trusted Point of Contact and National Coordinator
National CSIRTs frequently act as a trusted point of contact for the nation on cyber security issues. For example, national teams often handle requests from other nations or foreign organizations concerning malicious activity emanating from computers or systems within the nation. In a similar fashion, National CSIRTs frequently act as coordinators for domestic organizations attempting to resolve cyber security incidents. In this role, the National CSIRT does not typically analyze or resolve incidents itself, but rather it helps to direct organizations experiencing security incidents to information, services, or other entities that can help them.
Building a Cyber Security Culture
The National CSIRT can help to build a cyber security culture within the nation. Building a cyber security culture consists of many activities including awareness and education of private citizens on online risks, educating national stakeholders on the impact of virtual activities to their organizations, and the implications of their activities for cyber and information security.
Strategic Goals and Enabling Goals for Incident Management Capability
This section provides the strategic goals and enabling goals that should be considered when establishing a national computer security incident management capability. This capability is referred to as a National CSIRT.
The information provides an overview of the considerations and hierarchy of goals that are needed to ensure support for the national cyber security strategy and to align the National CSIRT with the national strategy. The enabling goals are specific steps to meeting strategic goals. Four strategic goals are established for a National CSIRT:
1. Plan and establish a centralized computer security incident management capability (National CSIRT)
2. Establish situational awareness 3. Manage cyber incidents 4. Support the national cyber security strategy
Each of these strategic goals explains the fundamental elements of the National CSIRT and must be weighed carefully by the National CSIRT sponsor. Strategic goals are essential, long term requirements that help build the capacity to react to cyber incidents and enhance information and cyber security on a national level. Following each strategic goal are Enabling Goals. Enabling Goals help the sponsor build the capacity. They explain the more detailed considerations and activities needed to implement the strategic goals. The guidance available for each goal varies based on the maturity of the topic. Some subjects, like incident handling, have a robust history. Others, such as implementing national cyber security strategy through National CSIRTs, are still emerging disciplines.
This document is not meant to provide specific 'how-to' instructions. Instead, it highlights the unique requirements for building capacity in cyber incident management. Finally, each strategic goal section concludes with a listing of additional references and training resources. These sources are not exhaustive, but provide the reader with a 'next step' to both training and informational resources.
Strategic Goal: Plan and Establish a Centralized Computer Security Incident Management Capability (National CSIRT)
Before the first cyber security incident can be managed, the capability must itself be established in an organizational form such as a National CSIRT. Having a sole source or point of contact for computer security incidents and cyber security issues provides a number of benefits. A single organization provides stakeholders with a known source of information. A National CSIRT can also provide the government with a conduit for coherent, consistent messaging on cyber security issues. With a single National CSIRT, government departments have a source for technical information to support their individual functional areas. Finally, the National CSIRT can encourage the discussion about cyber security and facilitate international cooperation on this issue. In some nations, unique considerations may dictate that there are multiple NCISRTs, or even an incident management capability that is spread across several organizations. This can be entirely appropriate. This document provides guidance regardless of the exact organizational form.
A National CSIRT capability should be established and operated according to certain core principles. These principles help leaders make decisions in the face of limited resources and frequently complex problems. The core principles for the national management capability are:
• Technical excellence. The National CSIRT's capability should be the best that it is possible to develop given the resources available. This is important because the National CSIRT strives to be a trusted leader in the nation on computer security issues. While striving for excellence may seem an obvious point, it has certain implications for building a capacity subject to resource constraints. It implies, for instance, a preference for building one or two outstanding capabilities versus attempting to establish a range of capabilities without proper staffing or funding. The emphasis should be on technical competency.
• Trust. Almost by definition, a National CSIRT will handle information that is sensitive or potentially embarrassing to stakeholders. Trust must be earned and maintained. Properly handling and protecting confidential information is an important component to building and managing this trust.
• Resource Efficiency. Resource efficiency means using the resources that are available effectively. This consideration will be covered in more detail below, but it implies an ongoing evaluation of which threats and incidents are truly of interest to the National CSIRT's overall strategy as well as to the community it serves.
• Cooperation. The National CSIRT should cooperate as fully as possible with both national stakeholders and other National CSIRTs to exchange information and coordinate the solving of problems that are frequently very complex.
Chief to the National CSIRT's success is adequate sponsorship and resourcing. The Enabling Goals listed here are intended to help the sponsor of a national incident management capability build this capability in the most robust way possible. Consider the following enabling goals in planning and creating the national incident management capability.
Enabling Goal: Identify Sponsors and Hosts
The sponsor of the National CSIRT should identify other sponsors and likely hosts for the National CSIRT. Other sponsors may be able to bring additional funding and support to the National CSIRT project. Of course, a physical location -or host -for the National CSIRT must also be identified. In many countries the host has been an academic institution. Universities traditionally have been a venue for National CSIRTs because aspects of their core mission -to serve the community and conduct research and analysis of difficult problemsaligns well with the mission of a National CSIRT. However if it is hosted by a university, the National CSIRT may not have adequate resources or the authority to enforce or take action; rather it achieves its success by influencing others through its good work.
There may be a variety of institutions and government departments interested in supporting or hosting a National CSIRT. While any assistance is welcome, there may be pitfalls to receiving support from certain stakeholders. The National CSIRT should be dedicated to serving its entire community in an unbiased fashion, without favor to a particular stakeholder. Receiving sponsorship from an entity that is closely tied to a particular stakeholder or industry may limit the National CSIRT's perceived ability to service the entire community. This possibility should be examined, for example, if a specific for-profit enterprise operated a National CSIRT. In other cases, the involvement of certain sponsoring organizations may impede the willingness of key constituents to share information. Certain constituents, for instance, might be reluctant to share information if a law enforcement organization was the National CSIRT's primary sponsor. In addition, the National CSIRT host should be sufficiently financed to ensure fiscal stability for continuity of operation.
Enabling Goal: Determine Constraints
The sponsor should determine what constraints may act to limit building and operating a National CSIRT. Typical constraints are budget, the availability of skilled staff, and the physical infrastructure available to support National CSIRT operations. The question of constraints bears heavily on the ability of a national government to build incident management capacity, and is usually a key driver behind decisions about which specific services to offer to the community. For instance, it may not be practical or desirable to build a malware analysis or deep packet inspection capacity in the National CSIRT. Limited constraints may dictate that a more realistic approach is to build relationships with other domestic or overseas organizations that do have this capability.
Constraints relate strongly to three of the core operating principles identified above; technical excellence, trust, and resource efficiency. Technical excellence requires a clear understanding of the staffing and budget available to support certain CSIRT activities. It may dictate an emphasis on a few core services performed well, rather than attempting to provide a broad array of services. Limited constraints can also make the ability to coordinate incident management very important, rather than attempting to complete every incident management task in-house. Earning the trust of key constituents requires operational and staffing stability, as well as the ability to safeguard sensitive information -all directly impacted by resource limitations. Finally, resource efficiency requires understanding what resources are available.
Enabling Goal: Determine the National CSIRT Structure
Based on its function in national cyber security, a National CSIRT can operate under a range of modes including: an independent agency with limited operating partnerships, a joint operation with national telecommunications providers, or an integral part of the national military defense strategy. Therefore, a number of considerations must be identified to ensure detection and incident coordination and response are appropriately structured. The following list of structural considerations is meant to be exploratory and not comprehensive:
• What level of government directs the National CSIRT?
• Who funds the National CSIRT and who approves the budget?
• Is there an independent body that oversees the National CSIRT?
• What set of roles and responsibilities have been identified for National CSIRT operating partners?
There are several considerations that may be helpful in resolving the question of organizational form, in addition to the core principles:
• What structure would best allow the National CSIRT to alleviate potential stakeholder concerns with regard to sharing information? Do the nation's privacy laws have any implications for the best structure for a National CSIRT?
• Are there any possible organizational structures that may limit the National CSIRT's perceived ability to serve its community in an unbiased fashion?
• Are the nation's systems and infrastructure already structured in ways that would make multiple National CSIRTs beneficial in terms of information sharing or reporting relationships? The National CSIRT proponent or sponsor should determine if the National CSIRT will have the authority to proscribe or mandate certain actions or security measures. The authority of a National CSIRT could involve mandating the reporting of security incidents, or the adoption of certain security measures, or both. In addition, the authority of a National CSIRT may differ based on whether it is addressing private citizens and industry, or government departments. It may be entirely appropriate for the National CSIRT or the sponsoring organization to maintain authority over various government departments, but to have no authority over private citizens.
These decisions will be made consistently with the nation's law and culture. However, it is frequently the case that National CISRTs are more effective when they act in an advisory role only. Major national stakeholders are often more willing and -depending on the legal environment -more able to fully share information and discuss security vulnerabilities in a collaborative venue where the National CSIRT is not a regulatory or proscriptive body.
Because one of the primary functions of a National CSIRT is to reconcile the need to respond to global challenges with the nation's embedded law, culture, and national structure, the ability of a regionally-based CSIRT to provide value to multiple nations may become diluted. Secondly, because cyber security is part of a nation's overall security strategy, Regional CSIRTs may often possess information that has important national security implications. A Regional CSIRT may be limited in its ability to solicit this information from certain national stakeholders because of concerns about sharing this information in a multinational venue. Sharing this sensitive information would require thoroughly anonymizing it. In any event, it would require a high degree of comfort and familiarity between nations -or an effective multi-national governance structure -for a regional CSIRT to be successful.
Enabling Goal: Determine the Services of the National CSIRT
The minimal essential function of a National CSIRT is the ability to respond to cyber security threats and incidents that are of importance to national stakeholders. At the individual nation level these functions are limited by the constraints identified in Enabling Goal 3.1.2 (e.g., funding, staffing, physical resources). The National CSIRT sponsor organization must determine which of these activities are realistic given the constraints involved. Typically the most significant constraint is human capital (i.e., staffing). Since the National CSIRT serves as the national leader in cyber security incident management and analysis, the guiding principle for choosing particular functions should be excellence. It may be that the best way for a particular National CSIRT to fulfill its role is through close coordination with other National CISRTs that have a greater technical capability, or who may already have trusted communication channels.
Enabling Goal: Identify Additional Stakeholders
The sponsor of the national incident management capability should evaluate which other institutions may have input or interest in the establishment of a National CSIRT. A detailed list of the typical stakeholders in national cyber security policy appears in section two of this document. Additionally, some stakeholders may be interested in taking a more active role in the formation and operation of a National CSIRT. Typically these include;
• law enforcement The National CSIRT should understand how the identified stakeholders complement and integrate into National CSIRT operations, and develop a plan to ensure that bi-directional communication is designed into its operations.
Additional Resources: For Planning and Establishing a National CSIRT
The following is a list of publicly available resources for sponsors and champions considering the establishment of a National CSIRT.
Strategic Goal: Establish Shared Situational Awareness
The essential function of a National CSIRT is the ability to manage cyber security threats and incidents that are of importance to national stakeholders. Excellence in incident management helps the National CSIRT to build relationships with stakeholders and achieve other strategic objectives, such as supporting the national cyber security strategy. The first step in managing incidents is establishing an understanding or awareness of who the National CSIRT's major constituents are, what types of systems they employ (Information and Communications Technology), and what types of incidents they are experiencing. This general understanding of the environment is typically referred to as shared situational awareness.
The most able staff and the best technical infrastructure are wasted if the community is unwilling to inform the National CSIRT about incidents. Therefore, the first enabling goal focuses on this issue.
Enabling Goal: Establish and Maintain Trust Relationships
National CSIRTs collect sensitive information about national constituents' problems, concerns, and vulnerabilities. They frequently use this information to derive lessons learned and publish informational reports, a process which carries the risk of revealing too much information if performed carelessly. National CSIRTs also disseminate general information to stakeholders about threats, vulnerabilities, and best practices. Building trusted relationships with stakeholders is essential to facilitating this two-way information exchange. Without the confidence of knowing that sensitive information will be adequately protected and compartmentalized, stakeholders will be unwilling to share their sensitive information, crucial to the National CSIRT. Stated plainly, it is difficult to manage security incidents when the victims are unwilling to tell the National CSIRT about them.
By establishing relationships and partnerships with owners and operators of national critical infrastructure and other key constituents, the National CSIRT gains access to information crucial to its operations. These relationships and partnerships are directly with the National CSIRT and among constituents. The National CSIRT may act as a trusted communications channel between key constituents.
Ensuring the confidentiality of stakeholder information is an information security problem. It requires information security risk assessments at the National CSIRT level and implementation of the resulting recommendations. Policies to strengthen information security range from properly vetting employees to employee NonDisclosure Agreements (NDAs) and similar legal devices, which make maintaining confidentiality a condition of employment. Classification levels for information are another basic way to ensure that access to information is limited to persons who need it to perform their job. Regardless of the specific security measures and policies, the National CSIRT should proactively address stakeholder concerns in this area and be as transparent as possible about the security steps taken. A fuller discussion of policies to facilitate information sharing and security in a National CSIRT environment will appear later in this series.
Enabling Goal: Coordinate Information Sharing between Domestic Constituents
One of the most important factors in establishing a national capability is to facilitate reliable and effective information sharing. A key role for a National CSIRT is to obtain incident information from the community and to disseminate timely and relevant response information back to the community. This type of information generally includes the following:
• incoming information about security incidents, collected through a variety of means
• security bulletins, awareness information on cyber threats and vulnerabilities
• general, specific, and urgent cyber warnings and alerts (technical and non-technical)
• best practices to prevent cyber security problems, events, and incidents
• general National CSIRT information (e.g., organizational chart, sponsorship, services provided by the National CSIRT, contact number/email address, etc.)
• resources and reference materials (e.g., security tools, partner organizations)
The information that the National CSIRT collects can be used to reduce risk by providing support to organizations that have been attacked. This support may take the form of direct technical support or it may involve working with third parties to find remedies and workarounds, or raising awareness of the general and private industry. A key part of information sharing is that sensitive information from constituents may be shared with other constituents only after being anonymized during the analysis process and in accordance with the National CSIRT's policies.
Anonymization requires sensitivity to specific circumstances, either involving computer security incidents themselves or the major constituents. For instance, a publicized incident report may redact the names of the victims or the constituent company involved. However, if it involves a notable incident discussed in the press, it may fail at actually protecting confidences. A basic principle of protecting information is receiving the approval of the parties involved before releasing information or publicizing reports.
A key component of information sharing is maintaining tools, techniques, and methods that enable the National CSIRT to communicate with its community. Examples of these can include the following:
• a website for communicating and disseminating information -both general (publicly accessible) and sensitive (secure portal requiring authentication) between the CSIRT and its community
• mailing lists, newsletters, trends and analysis reports
• implementation of secure information networks for CSIRT operations
Enabling Goal: Integrate Risk Information from the Community
National CSIRTs benefit from open, shared information from private industry, academia, and government. When organizations conduct thorough risk assessments and share the results with the National CSIRT, situational awareness increases. Risk information from the community can help the National CSIRT understand the effect that security vulnerabilities and system problems might have on important assets and infrastructure, helping the National CSIRT to focus and refine its incident management process.
In its operational role of responding to incidents, a National CSIRT is a key contributor to situational awareness. By analyzing trends in the incidents being managed, the National CSIRT learns about the status of cyber security within the community it serves. The National CSIRT uses this knowledge and its own perspective on problems to produce a credible, realistic picture of national situational awareness. This helps the National CSIRT to identify proactive defense strategies, as well as needed improvements in practices and behaviors within the community.
Enabling Goal: Collect Information about Computer Security Incidents
A National CSIRT must be able to collect information about computer security incidents and events, receiving reports about suspected or confirmed incidents that require coordination or response. National CSIRTs collect information about incidents through two primary means; the trusted relationships they build and the technical infrastructure required to process incoming reports. While incident reporting is frequently voluntary and facilitated by trust, in some cases it may be mandated.
A National CSIRT receives reports of computer security incidents through a variety of technical means, such as a 24/7 hotline or web portal. Web portals may be accessible from any computer for the general public or may be a secure web portal for the exchange of sensitive information. Capturing reports about computer security incidents requires the community to detect, identify, and track anomalous activity, employing both technical and non-technical methods. Anomalous activity is defined as activity that deviates from some establish norm of system operation. In many cases, collecting computer security incident information may first require educating communities about detecting this activity.
Strategic Goal: Manage Incidents
A National CSIRT, acting as a trusted, national cyber security focal point, is uniquely situated to manage incidents of national concern. To accomplish this, many National CSIRTs establish certain active capabilities, such as incident response and containment, and service reconstitution. It is important to remember that in many cases the National CSIRT will not handle all of the incident handling and analysis itself. A National CSIRT may act to facilitate and coordinate analysis and response, either because of limited resources or because knowledge about the specific problem may reside elsewhere, for instance at another National CSIRT or at a technology vendor. The specific capabilities and processes needed to mange incidents will be covered in more details in the planned publication Best Practices for National Cyber Security: Managing a National CSIRT.
Enabling Goal: Define Incidents and Threats of National Interest
Resources are scarce. Defining the incidents and threats that are of interest to a National CSIRT is perhaps the most challenging task facing the National CSIRT. Determining where the National CSIRT should focus its attention is an iterative, evolving process that occurs over the course of time. It is very typical that after the initial formation of an incident management capability the National CSIRT becomes inundated with questions and requests for assistance. This places the National CSIRT in the position of having to balance the scarcity of time and resources with a desire to serve the community and build its relationships with stakeholders. Managing this tension and improving the process performance of National CSIRTs will be discussed in more detail in future volumes in this series.
During the process of building the National CSIRT capability there are several resources that will help the sponsor define the initial focus areas for the National CSIRT. These include the following:
• Information systems and incidents that affect those critical infrastructure sectors identified in the National Cyber Security Policy, if there is one. This should be the primary initial driver behind the National CSIRT focus areas. Providing guidance to the National CSIRT is one of the principle reasons for having a coordinated national policy.
• Incidents and threats that may affect systems in one or more sectors of critical infrastructure.
• Types of incidents or activity that may be of unique concern to national authorities because they may directly affect national security, result in revealing sensitive information, cause embarrassment to the nation, or because of other unique factors.
• Incidents that substantially affect a majority of computer users in the general public.
• The knowledge and experience of the National CSIRT's staff.
• Types of threats that are judged by the National CSIRT's incident analysts and the incident response community as part of greater or evolving threats.
• The knowledge and shared wisdom from other National CSIRTs
Having an awareness of the systems currently in use by the National CSIRT's key constituents can also help the National CSIRT focus its analysis of incidents. This awareness is built over time through handling incidents and interacting with the community.
Enabling Goal: Analyze Computer Security Incidents
All National CSIRTs must possess the capability to respond to cyber incidents and provide the community with analysis and support. Not all National CSIRTs will have identical specific capabilities to do this work. For instance, National CSIRTs will not all have the same level of external partnership with information technology experts, software development communities, and security researchers. Nor will all National CSIRTs have internal teams to perform code-level analysis of malware and software (the latter to determine vulnerabilities) and to replicate attacks and exploits. However, at a minimum National CSIRTs should analyze reports of problems for shared characteristics, to determine their importance and accurately gauge the level of threat represented by the problem. Shared characteristics may include such things as attack vector and attack targets. In some cases, these shared characteristics may involve identifying or attribution information that can be useful to the nation's security services.
Enabling Goal: Develop an Efficient Workflow Process
A National CSIRT will inevitably receive information from multiple sources about computer security incidents. These notifications will come via email, web form, telephone, fax, or automated process (i.e., event notification from automated information systems and sensors). Personal reports (i.e., those from individuals rather than information systems) should be expected from both known and unknown sources. Known sources include operating partners, information sharing networks, trusted members of private industry, government stakeholders, and significant domain subject matter experts (research scientists, etc). Unknown sources may include reports from citizens and other organizations where a relationship does not exist. One example is the "hotline," which is a posted phone number or instant messaging service which allows all parties to report incidents to the National CSIRT 24 hours a day and 365 days a year. These incidents will vary in their severity and importance.
In order for the National CSIRT to efficiently and fairly handle reports it should establish a clear, consistent workflow process. Typical steps would include
• Determine whether the incident will be handled by the National CSIRT.
• Collect and document incident evidence.
• Analyze and prioritize Incident Reports. Determining the importance of the incident and distributing the work within the National CSIRT is an important component of efficiently using resources.
• Analyze incidents.
• Respond to and recover from incidents.
• Close incidents.
Enabling Goal: Warn the Community
The National CSIRT warns the community it serves for a number of reasons. Timely notification of a threat can be the difference between protecting a system or systems from attack, and recovering from an incident. Warnings and alerts increase the ability of the affected constituents to prepare against and detect threats and vulnerabilities, reducing the potential impact of risk. Warning the community about relevant problems will foster healthy relationships, and promote practices for situational awareness. It also can provide evidence for the "value-added" benefit of a National CSIRT.
A National CSIRT uses its relationships with stakeholders and with other National CSIRTs, as well as its collected incident reports and analysis of those reports, to learn about threats and vulnerabilities and identify information that needs to be distributed to the community. A National CSIRT must design warnings to inform the community and encourage them to act to defend themselves. However the National CSIRT must balance the need to disseminate the information quickly with the sensitivity of the information and the format of the warning. Such warnings must be sent to the community in a manner that provides for its authenticity, integrity, and privacy where required. In addition, some warnings require confidentiality regarding the source of the information, particularly in cases where an intelligence source supplies threat information. Care needs to be exercised to ensure that while relevant threat information is effectively shared, it is not shared to those without a need to know. Many National CSIRTs strive to remove information that may indicate the source of threat and vulnerability data, limiting communications to the vulnerability discovered or obscuring specific threat data.
Warnings from the National CSIRT to stakeholders and the national community in general are typically more effective when transmitted through trusted, confidential communications channels that have already been established. These "channels" may take the form of specific individuals or offices in key organizations. Working through pre-established confidential communication mechanisms has proven to be a very successful strategy for building trusted relationships between the National CSIRTs and their stakeholders and constituents. As a basis of the trusted relationships, National CSIRTs and their stakeholders and major constituents agree upon the communications method, the terms of information handling, and other protections. This enabling goal is closely tied with establishing trusted communications.
Enabling Goal: Publicize Cyber Security Best Practices
A National CSIRT collects information about security problems through a defined incident management process, through the research it performs, and through information sharing with communities and other National CSIRTs. Through the incident response function specifically, National CSIRT's collect historical knowledge which is an excellent source of "Lessons Learned." The lessons extracted from a number of incidents form the basis for targeted skills development and general security awareness, and they often improve situational awareness and contribute to overall cyber risk management. A National CSIRT may communicate best practices it has codified through the publication of general cyber security best practice documents, guidance for incident response and prevention, training, recommended organizational procedures, and published case studies of practice adoptions. For example, a National CSIRT may produce best practices about:
• How to secure specific technologies against known attacks and cyber security threats.
• How to develop, test, and exercise emergency response plans, procedures, and protocols.
• How to coordinate with the National CSIRT on security research (e.g., vulnerability identification, root cause analysis, and threat and attack community research).
Additional Resources: For Establishing Situational Awareness and Managing Incidents
The following is a list of publicly available resources for establishing cyber security awareness and managing incidents:
Strategic Goal: Support the National Cyber Security Strategy
A National CSIRT is a significant operational component of a national approach to executing cyber security strategy. A National CSIRT participates within a broader context for national incident management against a host of diverse threats (i.e., man-made and natural; physical and cyber). A National CSIRT can be used to help
• determine additional national strategic requirements for cyber security
• identify needed technical practices, educational improvements, skills development of cyber security practitioners, and research and development
• identify opportunities to improve cyber security laws and regulations
• distribute lessons learned from cyber security experiences affecting the national approach to cyber security itself
• improve the measurement of damages and costs associated with cyber incidents
Perhaps most importantly for the national cyber security strategy, the National CSIRT can help promote a national culture of cyber security. By bringing together diverse stakeholders, the National CSIRT can help stakeholders better understand cyber security issues and the importance of this area to their various communities.
Enabling Goal: Translate Experiences and Information to Improve National Cyber Incident Management and Cyber Policy Development
While organizations of all sizes will continue to perform internal cyber incident management, a National CSIRT alone has the primary responsibility of addressing national level concerns. Translating National CSIRT experiences in a way that is useful to policymakers, stakeholders, and the community of security practitioners generally enhances national cyber security. Translating experiences implies considering ways in which the National CSIRT's work and the experiences of the community may have broader implications for national laws and policies. This translation can produce lessons-learned and improve problem avoidance and risk mitigation nationally, as well as influence national regulations, guidance, initiatives and directives.
One example of such an experience may include incidents involving vulnerabilities affecting a system the national government is considering deploying across its departments, agencies, and ministries. Understanding the inherent risks may determine whether it will choose a technology or not. Another example may involve some ambiguity or inconsistency in privacy law that impedes information sharing among private stakeholders. The sources for these lessons learned include both the National CSIRT's experiences and the experiences of stakeholders.
Enabling Goal: Build National Cyber Security Capacity
A National CSIRT is uniquely situated to serve as a trusted, national focal point. By taking advantage of this, a National CSIRT can coordinate with all owners and operators of ICT (private and/or public) to gain a uniquely comprehensive perspective of the national cyber security landscape. This allows the National CSIRT to support the national cyber security strategy, manage incidents of national concern, and support government operations most effectively. A National CSIRT typically builds national cyber security capacity by publishing best practices and providing services, guidance, training, education, and awareness for the building of other organizational CSIRTs.
A National CSIRT is well positioned to foster a broad-based national culture of cyber security. Publications and advisory services of the National CSIRT should be designed to build collective national capability, rather than cater to specific niche needs. It is incumbent on a National CSIRT not to act in the capacity of advocating the interests of a particular stakeholder. The National CSIRT can act as a valuable bridge between stakeholders and national policymakers. The extent to which a National CSIRT can fulfill this role may depend on legal and structural factors. However, within these constraints the National CSIRT can help policy makers understand and appreciate the views and constraints of other stakeholders and catalyze meaningful discussion of complex issues.
Enabling Goal: Leverage Public Private Partnerships to Enhance Awareness and Effectiveness
Protecting critical infrastructure and cyberspace is a shared responsibility that can best be accomplished through collaboration between government and the private sector, which often owns and operates much of the infrastructure. Successful government-industry collaboration requires three important elements: (1) a clear value proposition; (2) clearly delineated roles and responsibilities; and (3) bidirectional information sharing. The success of the partnership depends on articulating the mutual benefits to government and industry partners. The benefits to governments include, among others:
• influence on the protection of national critical infrastructure that is not owned or operated by the government
• increased situational awareness through robust bidirectional information sharing
In assessing the value proposition for industry, there are clear benefits to working with government to enhance cyber security, which include:
• access to actionable information regarding critical infrastructure threats
• increased sector stability that accompanies proactive risk management
• opportunity to influence related policy and initiatives National CSIRT operational and strategic capabilities require active participation from all its partners. Governments and industry should collaboratively adopt a risk management approach that enables government and the private sector to identify the cyber infrastructure, analyze threats, assess vulnerabilities, evaluate consequences, and identify mitigations plans. The capability of the National CSIRT to prioritize threats is also enhanced by the collaborative identification of privately owned critical infrastructure.
Enabling Goal: Participate In and Encourage the Development of Information Sharing Groups and Communities
The National CSIRT's participation in information sharing groups and communities is an important way to enhance situational awareness and build trust relationships. Information sharing in this context should ideally be bi-directional between the National CSIRT and its community. With regard to infrastructure operators specifically, incident and risk information should flow to the National CSIRT from industry while the National CSIRT in turn disseminates threat, vulnerability, and mitigation information. Government, the National CSIRT, and industry can enhance this information flow by collaboratively developing a formal framework for incident handling, including issues surrounding information sharing. The framework should include policies and procedures for sharing information and reporting incidents, protecting and disseminating sensitive (gov-ernment and industry) proprietary information, and mechanisms for communicating and disseminating information.
There are several different types of information sharing groups. Where the National CSIRT identifies a need for a particular venue in which to share information, it should take the lead in establishing such an organization.
Industry groups are comprised of separate firms in the same industry, for instance the several electrical suppliers in a nation. These groups are often a valuable source of information about vulnerabilities and incidents in a particular industry and can be fruitful venues to catalyze discussion about cyber security. While industry groups are very beneficial, participants may sometimes be reluctant to share proprietary or sensitive information in a group of their competitors.
Communities of interest are generally groups with a narrow, technology focus. These groups are integral components of information sharing because they often have deep technical knowledge, skills, and experience to study a problem and create solutions. Participants in these groups are often individuals recognized for their technical skills, leading researchers in the fields of cyber security and computer science, and private industry representatives from key information and communications technology providers (i.e., infrastructure providers, software developers, etc).
In some countries, communities of interest already share information on security threats, vulnerabilities, and impacts. Often, these groups also provide timely alerts and warning to members to facilitate efforts to mitigate, respond to, and recover from actual incidents impacting the critical infrastructures. Examples of these groups include Information Sharing and Analysis Centers (ISACs) in the United States, and Warning, Advice, and Reporting points (WARPs) in the U.K.
Government-Industry working groups can greatly facilitate information sharing. Government can be informed by industry, soliciting comments from industry for cyber security policy and strategy development, and coordinating efforts with private sector organizations through information sharing mechanisms. Government should ensure that the private sector is engaged in the initial stages of the development, implementation, and maintenance of initiatives and policies. Industry can benefit from these groups by gaining the opportunity to affect policy making and learning how their sector fits in the overall national defense picture.
Finally, the National CSIRT can play an important role organizing working groups among interdependent industries. Incidents involving one infrastructure sector can have cascading effects that result in incidents in others, creating interdependencies that are not always anticipated. For example, service disruptions in one public utility may create high volumes of customer calls, disrupting telephone networks. By developing an understanding of how cyber security affects multiple systems, the National CSIRT can play an important role in helping infrastructure owners and other organizations be sensitive to these interdependencies. Sharing information across infrastructure firms can facilitate the response to incidents that cut across multiple sectors.
Enabling Goal: Assist the National Government in Responding to Incidents in Support of Government Operations
Where it is appropriate, based on political and organizational considerations, the National CSIRT enhances its role and effectiveness by handling incident response for government entities. Doing so helps to build trust relationships with government departments and helps the National CSIRT maintain an awareness of the systems and technology currently in use. In cases where incident response in specific departments is handled by an inhouse CSIRT, for instance a CSIRT dedicated to the nation's armed forces, the National CSIRT can provide support by disseminating threat information and information obtained through outreach with the nation's various organizational CSIRTs.
Additional resources: Support the National Cyber Security Strategy
The following is a list of publicly available resources for understanding how National CSIRTs support a national cyber security strategy.
Case Study: Components of the National Policy on Cyber Security in the United States

National Response Framework
The National Response Framework details how the U.S. conducts an all-hazards response to incidents -from the smallest incident to the largest catastrophe. The National Response Framework identifies the key response principles, as well as the roles and structures that organize national response. It describes how communities, states, the federal government, and private-sector partners apply these principles for a coordinated, effective national response. In addition, it describes special circumstances where the federal government exercises a larger role, including incidents where federal interests are involved and catastrophic incidents where a state would require significant support. It lays the groundwork for first responders, decision-makers and supporting entities to provide a unified national response.
National Infrastructure Protection Plan
The Secretary of the Department of Homeland Security developed the National Infrastructure Protection Plan (NIPP) with the goal of protecting the country's critical infrastructure and key resources. It provides the unifying structure for the integration of a wide range of efforts for the enhanced protection and resiliency of the nation under a single national program. The overarching goal of the NIPP is to build a safer, more secure, and more resilient United States by preventing, deterring, neutralizing, or mitigating the effects of deliberate efforts by terrorists to destroy, incapacitate, or exploit elements of the United States' critical infrastructure. It is also designed to strengthen national preparedness, ensure timely response and rapid recovery of critical infrastructure in the event of an attack, natural disaster, or other emergency. The NIPP specifies the key initiatives and milestones required to achieve the United States' protection mission, including a comprehensive risk management framework.
The NIPP formalizes the collaboration between government and industry through a Sector Partnership Model. This model includes Sector Coordinating Councils (SCC) and Government Coordinating Councils (GCC) comprised of industry and government representatives who work together to address risk by analyzing consequences, vulnerabilities, and threats.
The NIPP relies on the sector partnership model as the primary organizational structure for coordinating the nation's Critical Infrastructure/Key Resources (CI/KR) protection mission. For each critical infrastructure and key resources sector, a Sector Coordinating Council representing the private sector and a Government Coordinating Council have been created to share data, techniques, best practices, and to support systematic risk-based planning. The DHS provides guidance, tools, and support to assist these sector-specific groups in working together to carry out their responsibilities.
• identifying assets -including cyber assets, systems, and networks
• assessing risk -including understanding threats, assessing vulnerabilities and consequences
• implementing information-sharing and protection measures within and across CI/KR sectors
Critical Infrastructure and Key Resources
Homeland Security Presidential Directive 7 (HSPD-7) "Critical Infrastructure Identification, Prioritization, and Protection," identifies critical infrastructure sectors that the public and private sectors must work jointly to protect. While definitions may vary slightly, critical infrastructures (CI) are generally considered as the key systems, services and functions whose disruption or destruction would have a debilitating impact on public health and safety, commerce, and national security, or any combination of those matters. CI is composed of both physical elements (such as facilities and buildings) and virtual elements (such as systems and data).
The following eighteen CI/KR sectors have been identified in the U.S.:
• Agriculture and Food Published in 2003, the National Strategy to Secure Cyberspace is part of the overall effort to protect the U.S. The Strategy was developed under a White House advisory group called the Critical Infrastructure Protection Board (CIPB) and in consultation with government agencies, the private sector, and civil society. Once DHS was formed, the functions of the CIPB were absorbed into DHS.
The purpose of the document is to engage and empower Americans to secure the portions of cyberspace that they own, operate, control, or with which they interact. Securing cyberspace is a difficult strategic challenge that requires coordinated and focused effort from our entire society-the Federal Government, state and local governments, the private sector, and the American people.
Consistent with the National Strategy for Homeland Security, the strategic objectives of the National Strategy to Secure Cyberspace are to
• prevent cyber attacks against America's critical infrastructures
• reduce national vulnerability to cyber attacks
• minimize damage and recovery time from cyber attacks that do occur
United States Computer Emergency Readiness Team (US-CERT)
Created in 2003 by the National Cyber Security Division of the Department of Homeland Security, US-CERT serves as a focal point for national cyber security coordination. US-CERT fulfils strategic goals common to National CSIRTs. Specifically it;
• manages incidents of national concern
• supports national cyber security strategy
• supports government operations
• serves as a trusted communications partner US-CERT groups its mission responsibilities into three main categories
• Information Sharing and Coordination: Informing national, state, and local government agencies, private sector partners, infrastructure owners and operators, and the public about current and potential cyber threats and vulnerabilities.
• Alert, Warning, and Analysis: Compiling and analyzing information about cyber incidents.
• Response and Assistance: Providing timely technical assistance to operators of agency information systems regarding security incidents, including guidance on detecting and handling information security incidents.
The operational components of the US-CERT responsibilities can be detailed into five categories:
• Threat: Prioritization and mitigation US-CERT produces a range of free, timely, and actionable information to improve the cyber security posture for all citizens. The National Cyber Alert System is an array of targeted communications operated by US-CERT to advise both technical and non-technical stakeholders. Technical Security Alerts and Security Bulletins provide detailed explanations of system vulnerabilities and recommended remediation. For instance, in March of 2009 US-CERT analyzed the Conficker/downadup computer worm and issued a diagnostic tool to help key communities determine if their systems were detected. Information and guidance was also provided to home users. US-CERT issues Security Alerts and Security Tips to convey vulnerability information to non-
Conclusion
As nations recognize that their critical infrastructure has integrated sophisticated technologies to provide greater efficiencies and reliability, they acknowledge the need to effectively manage risks arising from those technologies. Instituting a national computer security incident management capability can be a very valuable step towards helping nations manage risk and secure their systems. This capability is referred to in this document as the National CSIRT. The challenge faced by National CSIRT sponsors is the lack of information that provides guidance for and describes how a National CSIRT fits in the context of a national cyber security policy, the strategic goals for a National CSIRT, and the goals and principles that support the capability. This document provides insight that interested stakeholders and governments can use to begin to develop a National CSIRT capability and determine its role within a strategy of national cyber security. Strategic goals of the National CSIRT are provided, along with enabling goals and considerations. Where additional resources are accessible, such as publicly available training and reference materials, they have been included to allow the reader to obtain a deeper understanding of the issues surrounding these cyber security issues and challenges of National CSIRTs.
This handbook is designed to be introductory curricula for cyber security capacity development within nations. The intended audience includes potential sponsors of National CSIRTs, government policymakers, and individuals responsible for information and communications technologies wanting to learn more about the value proposition of National CSIRTs and incident management capability generally. It is not intended to be a guide on the daily operations of a National CSIRT, but as informative materials on how a computer security incident management capability may support a national cyber security strategy.
